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ウイルス・ワーム感染パターン解析
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Virus-Worm Infection Pattern Analysis
Yoshiyuki SEINO and Ichirou MORIGUCHI
We constructed a system that captures access patterns and infection speeds of
virus-worms in a virtualized environment, and that analyzes and visualizes them. This
analysis system plots the correlation graphs of virus’s target IP addresses, and
visualizes the change of target addresses on movies. Futhermore, the analysis system
can analyze unknown viruses to which no one knows removal methods by using of a
virtualized environment. Three well-known  viruses have been used for the check of
this system, and it becomes clear that this system can extract three infection patterns,
i.e., random-attack, sequential-attack, local-attack.













































































































































































Image offImage = createImage
（640,480）；//仮想画面





































































































































































































































































































［2］Developer Resources for Java Technology, Java
2 Platform SE 5.0 at  http://java.sun.com/
j2se/1.5.0/ja/docs/ja/api/（2004）.
［3］Symantec - AntiVirus, Anti-Spyware, Endpoint








［5］Symantec - AntiVirus, Anti-Spyware, Endpoint




［6］Symantec - AntiVirus, Anti-Spyware, Endpoint




［7］JM Project , Manpage of CONNECT at
http://www.linux.or.jp/JM/html/LDP_man-
pages/man2/connect.2.html（11 Oct. 2008）.
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